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HAPYLLEHWNA NOPALNKA OBPABOTKU NEPCOHAIBbHbBIX JAHHBIX B CETU UHTEPHET

QO HeperynupyeMslit 060poT MHOPMaLMK, CoaepxalLiel NepcoHarbHble AaHHble

U HecootBetcTBue 06p360TKM NepCoHanbHbIX AaHHbIX AeKnapupyembiM B MOMb30BaTENbCKNX
cornatleHunax MHTepHeT-KOMnaHMVI uenam 06p360TKM NnepcoHanbHbIX AaHHbLIX

O C6op ” aHanu3 nepcoHanbHOW — MHGopMauwy — morb3oBaTenieil, B TOM  4ucre,
NepCOHUMLMPOBAHHON 3alHTEPECOBAHHOCTM NONb30BaTeNs K onpeaeneHHbIM ToBapam

O Wcnonb3osaHue nepcoHanbHbIX AaHHbIX NOMNb30BaTENS CeTH VIHTEPHET C LieNbio MPOABIKEHMS
TOBapOB, paboT, ycryr Ha pbiHke
O Cospanue hanbluMBbIX aKkayHTOB B COLManbHbIX CETSX

O Wcnonb3oBaHue nepcoHanbHbIX AaHHbIX B KOMMEPYECKMX Lienax

O O61LenoCcTynHOCTb NMYHON MHGOpMALIK
% POCKOMHALA3O0P 5
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e

NONHOMOYKA POCKOMHAI30PA IO KOHTPOIIIO 3A COBNMIOAEHNEM
3AKOHO[MATENLCTBA B OBJIACTU MEPCOHAIbHbIX AAHHbIX

gl "

AUC «PeecTp HapywmTeneil NpaB Cy6LeKTOB NepCcOHaNbHbIX AaHHbIX»

LIENb:

OrPAHWYEHUE OOCTYNA K UHGOPMALIUW, OBPABATLIBAEMOW C HAPYLLEHUEM
3AKOHOMATENLCTBA POCCUIACKON ®EQEPALIM B OBJTACTU MEPCOHAMNBHbIX JAHHbIX

% POCKOMHAA30P
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HANIUYUE CUCTEMbI MO 3ALLUTE NMPAB CYBbEKTOB NMEPCOHANBHbBIX AAHHbIX

CMOCOBCTBYET

Ooctmxenunio BAJTAHCA uHTepecos
ﬂMHHOCTM, oﬁmecraa nrocypapcrea
COXPAHEHMIO

HEeNMPUKOCHOBEHHOCTU uyAcTHOM
KU3HU

CoxpaHeHuto
ncuxonorn4yeckoro
3popoBbA rpaxaaH

% POCKOMHAA30P
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HndopmanmoHHas NaMATKA /I HECOBEPIIEHHOIETHHX 10 BOITPOCAM
Kubepie30nacHocTH

B ceTH « MHTEpHET»

KoMnbloTepHbIe BHPYCHI

KoMmnbioTepHEIil BHpYC - 3TO Pa3sHOBHAHOCTE KOMITBIOTEPHBIX TIPOTPaMM,
OTIHYHUTEIBHOH 0COOEHHOCTBI KOTOPOH ABIACTCA CIIOCOOHOCTh K Pa3MHOKEHHIO
(xomupoBaHuio). B fgomonHeHMe K ATOMY, BHPYCH MOTYT TOBPEAHTH MM
[IOJIHOCTBI) YHHUTOXKHTH BCe (pailiibl M JaHHBIE, IIOJKOHTPOJIBHBIE MOJIB30BATEIII0,
OT HMEHH KoToporo 0blIa 3amylleHa 3apa:kéHHas nporpamMMa, a Takke IOBPEIHTh
WM JIaKe YHHUTOKHTh ONEPalMOHHYH0 cHcTeMy co BcemH (aiiamu B 1enom. B
OONBIIMHCTBE CITy4acB PacTpOCTPAHAIOTCS BUPYCEL Uepe3 HHTEPHET.

MeToabl 3aIHTEI 0T BPe10HOCHBIX MPOrPaMM:

1. Hcnonb3yli CcOBpeMEHHBIE ONEPAllMOHHBIC CHCTEMBI, HMEIOIIHE
CepBE3HBIH YPOBEHB 3alIMTHI OT BPEIOHOCHBIX TIPOTPAaMM;

2 MMocrosHHo ycraHaBnuBaili natud (LudpoBble 3aIUIaTKH, KOTOPBIE
ABTOMATHYECKH YCTAHABIHMBAIOTCA C IIENBI J0pabOTKM MpOTpaMMbl) M JpyrHe
obHoBIeHHMs cBoel onepanuoHHOH cucrembl. CkaumBaii HMX  TOINBKO ¢
opunmansHoTOo  caiita  paspaGorumka OC. Ecmm  cymecTByeT  PeKHM
ABTOMATHYECKOT0 00HOBJIEHHS, BKJIKOUH €ro;

3. PaboTaii Ha cBOeM KOMIIBIOTEPE ITOJ NPaBaMH IOJTB30BATENA, a HE
QJIMHUHUCTPATOPA. DTO HE MO3BOJUT OOJBIIHHCTBY BPEIOHOCHBIX IPOIPAMM
HHCTa/UTHPOBAThCA Ha TBOGM MEPCOHAIBHOM KOMIBIOTEPE;

4. Hcnonb3yH aHTHBHPYCHBIE MPOTPAMMHEBIC MPOJAYKTHI H3BECTHBIX
MIPOM3BOJANTENEH, C aBTOMAaTHYECKHM OOHOBICHHEM 0a3;

5 Orpannub (HU3HYECKHH JOCTYN K KOMIBIOTEPY I MOCTOPOHHHX
I

6. Hcnone3yii BHeMIHME HOCHTENH HH(OpPMAIMH, Takue Kak (uemka,
aMcK uiy (aiin u3 MHTepHeTa, TONBKO U3 POBEPEHHBIX HCTOYHHKOB,;

7 He oTkpeIBail KOMIBIOTEpHBIE (aiiibl, NOTyYeHHBIE H3 HEHATEKHEIX
HCTOYHHUKOB. Jlaxke Te (aiinbl, KOTOpBIC MPHUCTAN TBOH 3HAaKOMBI. JIydine yTounn

Y HETO, OTIpaBIAl JIH OH Tebe ux.

Cetu WI-FI

P== NPABMTENLCTBO
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C nomomursro WI-Fi MokHO moayuHTh GeCHIaTHEIH HHTEPHET-IOCTYI B
o0IecTBeHHBIX MecTax: Kade, 0TelsX, TOPrOBLIX LEHTpax H asponoprax. Tak ke
ABMACTCA OTAMYHOH BO3MOXKHOCTBIO BhIXoAa B IutepHer. Ho MHorHe skcneptsl
cunTaoT, 4to odmenocTynHeie WiFi ceti He sBnstoTes Ge301MacHbIMH.

CoBeTbI 110 0€30NACHOCTH PAdOTHI B 001IeA0CTYNHBIX ceTAX Wi-fi

1. He mepenarait cBOW THYHYIO WHGOPMAILNIO depe3 0OIICI0CTYTIHBIC
Wi-Fi cern. PaGortas B HUX, JKellaTeJbHO HE BBOAHMTH HAPOJIH JOCTYIA, JOTHHBL 1
KaKHe-TO HOMepa;

2 Hcnonp3yil ¥ 0OHOBIISH AHTUBHPYCHLIE MPOrPAMMBI H OpaHaMAayap.
Tem cambM TBI 00e30macHIb ceds OT 3aKa49KH BUpYyca Ha TBOE YCTPOHCTBO;

3. Mpu ucronszoanun Wi-Fi otkmoun dyaxunio «O0mmi goctyn K
taiimam u npuHTepam». HdaHHas (YHKIOHA 3aKpeITa 10 YMOIYaHHIO, OIHAKO
HEKOTOpbIE 0JIB30BATENH aKTHBHPYIOT €€ /U1 y100CTBa HCNOb30BaHHs B padoTe
HIH yuebe;

4. He ucnonszyit nyGmuunsiit WI-FI nns mepemaum nHUYHBIX JaHHBIX,
HampHuMep, U1 BBIXOAA B COLHAIBHBIC CETH HIH B 3JICKTPOHHYIO [10YTY;

5 Hcnone3yit Tonbko 3amunieHHoe coenuHeHue uepez HTTPS, a He
HTTP, t.e. npu nabope Beb-anpeca BBoau umeHHo «https://»;

6. B mob6uneHOM Tenedone oTkmroun GyHknuio «[loaxmodente k Wi-Fi
aBToMaTHueckw». He Jomyckaif aBTOMAaTHUECKOTO TOJKTIOYEHHS YCTpPOHCTBA K

cetam Wi-Fi Ge3 TBoero cormachs.

CounuanbHble ceTH

ConmanbsHas ceTh - 9TO caifT, KOTOPBIH IPEAOCTABNIACT BOZMOMXKHOCTE JIFOISM
ocyuiecTBIATE o0leHHe Mexay coboit B uHTepHere. Yalne Bcero B HHMX [ns
KaX/I0TO 4YEeNOBEKa BBHIJIENACTCS CBOS JWYHAs CTPaHHYKa, Ha KOTOpPOH OH
yKaspiBaeT 0 cele pa3nuuHyr HHOOPMALMIO, HAUMHAS OT MMEHH, (paMHIHH M
3aKaH4MBasg THYHBIMH (GoTorpadusami. MHOTHe I0Ib30BATENN HE TOHHMAKOT, 9TO
uH(OpMALMS, PAa3MEIICHHas HMH B COLHATBHBIX CETAX, MOWKeT ObITh HaiiyieHa u
HCIONB30BAHA KeM YroJHO, B TOM 4HCIe He o0g3aTensHO ¢ OnaruMu

HaMEPEHHAMUA.

OcHOBHBIE COBETHI 10 6€30MACHOCTH B COLHATBHBIX CETAX:
1. Orpannub crnucok apyseii. ¥ Teds B Apy3biX He JOIKHO ObITH

cmyyaiiHBIX ¥ HE3HAKOMBIX THOMICH;

P== NPABMTENLCTBO
B newwmreancon
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2.4 Saniail cBo YacTHYIO KH3HBE. He ykaswiBail maponu, TenedoHEL,
ajipeca, Jary TBOEro POXJIEHHS M JPYTYH JHYHYK — HMH(OpMalHIO.
3NM0YMBILIIEHHUKH MOTYT HCIIOJIB30BATh Jaxe HHQOPMAIHIO O TOM, KaK Thl H TBOH
POINTENH TTIAHHPYETE NPOBECTH KAHHUKYIIG;

= 3amuimail CBOK pemyTaluio - IepXKH ee B YHCTOTE M 3aiapaii cebe
BOTPOC: XOTET OBI THI, YTOOHI PYrHe MONB30BATEMH BHCIH, YTO THI 3arpyskacurb?
[Nomymait, mpeskae yeM 4T0-TO Oy0ONHKOBATh, HAITUCATE U 3aIPY3HT;

4. Ecnu THI TOBOPHIIE ¢ NIOJBMH, KOTOPBEIX HE 3HAEHIb, HE WUCMOIB3Yi
CBOE pealbHOe MMs M JAPYIYIO JTHMYHYH HH(OPMAlMH: MMsl, MECTO JKMTEIbCTBA,
MecTo yueObl H npouee;

5. Hzberait pasmemenus Gororpaduii B Uutepuere, rjie Thl H300pakeH
HAa MECTHOCTH, TI0 KOTOPOH MOKHO OIpeaeTHTh TBOE MECTOIIONOKEHHE;

6. IIpu perucrpaliMu B COLMAILHONW ceTH HeOOXOJHMO HCIOJIB30BaTh
CIIOXKHEIE TIAPOJIH, COCTOALINE H3 OYKE H IH(P H ¢ KONHYECTBOM 3HAKOB HE MEHee
8;

7 Jns  couManbHOM CETH, IOYTBl W JIPYIHX CAaHTOB HE00X0AUMO
HCIIOJIB30BATh pa3Hble maponu. Torma ecnu Tebs B3MOMAIOT, TO 3MOYMBIIITIEHHHKH

11OJIy4aT JOCTYII TOJIBKO K OJHOMY MECTY, 4 HE BO BCC Cpa3y.

BHemponnme JEHbI'H

DIEKTPOHHBIEC JEHBIH — O3TO O4YECHb YAOOHBIH crmocod mmarexkel, oJHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYYHTh 3TH ACHBIH.

JNeKTPOHHbIC JEHbTH MOABUIIHCE COBCEM HEJABHO H HMEHHO H3-3a 3TOTO BO
MHOTHX TOCYJapcTBax /10 CHX MOpP He MPOMHCAHO MPO HHUX B 3aKOHAX.

B Poccunt e 0HH (DYHKUHOHHPYIOT H O HHX YKe IPOIIHCAHO B 3aKOHE, I/e
WX pa3/ielsIioT Ha HECKOJIBKO BHOB - AHOHUMHBIC W HE aHOHMMHble, PazHuna B
TOM, YTO AHOHHMHBIE - 9TO T€, B KOTOPBIX Pa3peLiaeTcs IPOBOJUTH onepauun oe3
HAeHTHOHUKALIMH [OJNb30BaTeNd, & B HE AaHOHMMHBIX HICHTH(HKAIHH
TIOIB30BATEIS ABIACTCH 00A3aTENBHOMH.

Takxe clemyeT pasnHYaTe OJIEKTPOHHBIE (DHATHEIC [AEHBIH (PaBHEL
TOCYapCTBEHHBIM BATIOTaM) M DIEKTPOHHBIC HE()HATHBIC ACHBIH (HE PABHEI
roCyJapcTBEHHBIM BATHOTaM).

OcHoBHBIE COBETHI 10 Ge30nmacHoi padoTe ¢ IIEKTPOHHBIMH JeHbIAMH:

1. IMpuBsixu Kk cuyety MOOMIbHBIH TenedoH. ITO camblil ynoOHBIH M

OBICTpBIH croco0 BOCCTAHOBHTE JAOCTYNm K cuery. [IpueszaHHbeii Tenedon

P== NPABMTENLCTBO
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TIOMO3KeT, eclH 3adymemb cBOil IUIAaTeKHEIH Mapons MAM 3alifents Ha caiiT ¢
HE3HAKOMOTO YCTPOHCTBA;

2 Hcnone3yii ogHopazoesle naponu. [locne mepexoja Ha YCHICHHYIO
aBTOpH3aIHi0 Tede yke He OyIeT yrpoXkarh OMACHOCTh KPaKH WIIH TepexBaTa
TIIaTEKHOTO Napons;

3 Beibepu cmoxubit naposs. [IpecTynHukaM GyaeT HE MPOCTO YTalaTh
cnoxHbId napons. HanexHble nmapolu — 3TO NapoiH, KOTOPBIE COJEpiKAT HE
MeHee 8 3HAKOB M BKIIOMAKWT B ce0f CTPOUHBIC W MPOTMHCHBIE OYKBBI, HU(PPHI U
HECKOJIKO CHUMBOIIOB, TAKHE KaK 3HAK J0JU1apa, QYHTA, BOCKIHLATEIbHbIH 3HAK U
t.n. Hanpumep, StROng!;;

4. He BBOAM CBOM IMYHBIC JaHHBIC HA CﬂﬁTaX, KOTOPbIM HE JOBEPHACIIL.

3.]'IEKTPDHH3H mo4ra

DNeKTpOHHAA [OYTa — 3TO TEXHONOTHA H MPEeJ0CTaBIIEMBIE €H0 YCIYTH TI0
TIEPECHITKE U TTOMYHIEHHIO DJICKTPOHHBIX COODIIECHUH, KOTOPEIE pactpeiesioTcs B
KOMIIBIOTEpHOH ceTH. OOBIMHO OSIEKTPOHHbIM I[OYTOBBIH ALIMK  BBINISAUT
CIEAYIONUTHM 00pa3oM: UM _TIOIB30BaTENA(@uMs _JomMeHa. Takke KpoMe nepeaadn
[POCTOrO TEKCTa, UMEETCs BO3MOKHOCTh [iepeaBarh (haiiibl.

OcHOBHBIE COBETHI IT0 Ge30nMacHoii padoTe ¢ AIeKTPOHHOH MOYTOI:

1. Hajo BeiOpars npaBHiIbHBIA MOYTOBBIE cepeuc. B Hurepuere ecrth
OTPOMHELI BEIOOP OECIIATHBIX TOYTOBBIX CEPBHCOB, OJHAKO IYUILE TOBEPATH TEM,
KOro 3HAEHIb H KTO TIEPBEIH B peHTHHTE;

2% He ykazpiBaii B nMHYHOM mouTe NMHUHYH HH(popmanuio. Hampumep,
TYHIIE BRIOPATE «MY3BIKaTbHBIH (hanat@» win «pok2013» BMecTo «TeMal3n;

8 Henonb3yi ABYXATAlHYO aBTOPH3aLUK. DTO KOrja NOMUMO [apoiis
HYXHO BBOJIMTb KOJI, TPHCHITaeMbIil mo SMS;

4. Beibepu cnoskHbli napons. s Kajkgoro HOYTOBOrO SIUKA HOIKEH
OBITE CBOIt HAJEKHBIH, YCTOHYHBLIH K B37IOMY [apoilb;

5 Ecnu ecth BO3MOKHOCTL HAalHcaTb caMOMY CBOi JIHUHBIH Bonpoc,
HCIOJIB3YH 5Ty BO3MOKHOCTE;

6. Hcnonb3yit HeCKONBKO TMOYTOBBIX SHIMKOB. [lepBwlif Ans yvacTHOM
MIEPENUCKH ¢ agpecaTaMy, KOTOPEIM Thl JOBEpAeHIb. JTO SNEKTPOHHBIH agpec He

Ha/10 HCIOIB30BATE NMPH PErHCTPAIMK Ha opyMax M caiTax;

P== NPABMTENLCTBO
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7 He oTkpsiBaii daiiabl 1 ApyrHe BIOXKEHHSA B MHCEMaX JaXKe €ClIH OHH
NPHILTA OT TBOMX JApy3ei. Jlydiie YTOUHH Y HHMX, OTHPABISUIH JIH OHHM Te0e ITH
thatiner;

8. Mocnie okoHuYaHusi padOTHl HA MOYTOBOM CEPBHCE TEPEi] 3aKPLITHEM

BKJIAJKH ¢ caiiToM He 3a0yIb HaxaTh Ha «BeIiTH».

Knoep0y L iHHE MM BUPTVAJIBHOE H3IEBATEIbCTBO

KubepbynauHr —  mpecieoBaHHE — COOOIICHHAMH,  COJASPKAIIMH
ocKopOneHus, arpeccHlo, 3aMyTHBAHHE; XYJTHTaHCTBO; CcoLHAaNBHOE
O0HKOTHPOBAHHE C ITOMOIIBIO PA3NMHYHEIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETBI 10 fopbie ¢ KHOepOyIJIMHIOM:

1. He Gpocaiics B 0Goii. Jlyummii cmocob: mocoBeToBaThes Kak cels
BECTH M, €CJIH HET TOTO, K KOMY MOKHO OOpaTHThCHA, TO BHAUale YCHOKOUTHCSA.
Ecnu TBI Ha4HENIL OTBEYATh OCKOPOICHMSAMH Ha OCKOPOIEHHA, TO TOJNBKO ele
OOMBINE Pa30AIKEITh KOH(ITHKT;

2 VYupagnsii cBoel kubepperyranuei;

3 AHOHHMHOCTE B ceTH MHHUMas. CyIIeCTBYIOT CMOCOOBI BBISICHUTH, KTO
CTOUT 3a AHOHHUMHEIM aKKaYHTOM;

4. He ctouT BecTH xynuranckuii obpa3 BHPTYaabHOH KH3HK. MHTEpHET

(pukcupyer Bce TBOM JICHCTBHS M cOXpaHseT uxX. Yuanute ux Oyner kpaiiHe

3aTPyJHHTEIBHO;
5 Beau cebs BeskIHBO;
6. WrHopupyii enuHHYHBIH HeraTHB. OIHOPa30BEIE OCKOPGHTENbHBIE

coobmenns ayume wurHopupoBate. OOBMHO arpeccust TpeEKpamacTes Ha
HA4albHO CTaauu;

7. Ban arpeccopa. B mporpamMax o0MeHa MrHOBEHHBIMH COOOIICHHAMH,
B COLMAJIBHBIX CETAX €CTh BO3MOMKHOCTH OJIOKMPOBKHM OTHPABKH COOOLIEHHi ¢
OIIpENeICHHBIX aIPEcoB;

8. Ecnu 1wl cBujerens kubepOyanuHra. TBOM JIeHCTBUS: BBICTYNHUTh
NPOTHE [pecleloBaTeld, I[IOKa3aTh €My, 4YTO0 €ero IeHCTBHA OLEHHMBAKTCA
HETraTHBHO, TIOACPXKATE JKEPTBY, KOTOPOH HY’)KHAa TCHXONOTHYECKas IOMOIb,

COOGLLIFITI) B3pOCIBIM O q)ilKTC ArpeCcCHBHOTO MOBCACHHUA B CCTH.

Moouabnbli Teaedon
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CospemMeHHbIe cMapTOHBI H MIAHIIETHl COASPKAT B cebe BIONHE B3POCIEIi
(yHKIHOHANL, W Temeph OHH MOTYT KOHKYPHPOBATH CO CTAI[HOHAPHBIMH
KoMnbrTepaMi. OAHAKO, CPEICTE 3AIIMTHL A1 MOZ0OHEIX YCTPOICTB NOKa 0UeHb
Mano. TecTHpOBaHWE W TMOHCK YA3BUMOCTEH B HHX MPOUCXOJHT HE Tak
HHTEHCHBHO, kak a1 [1K, To ke camoe kacaeTcs ¥ MOOHIBEHEIX [TPHUIIOKEHUI.

CoBpeMeHHbIE MOOWIBHBIC Opay3epbl yKe MPAKTHYECKH  JAOTHATH
HACTOJIBHBIC AHATIOTH, OJHAKO pacliHpeHHe (yHKOHOHAnNa BiedeT 3a coboi
OOMBIYH CHOKHOCTE H MCHBIITYIO 3aTUIICHHOCTE.

Janexo He Bce IPOHM3BOAMTENH BBIITYCKAIOT OOHOBICHHS, 3aKpBIBAIOLINE
KpHTHYEeCKHE YA3BHMOCTH A/ CBOMX YCTPOHCTB.

OcHOBHBIE COBETHI /115 §e301acH0CTH MOOHJIBLHOTO Teedona:

L. Bynae octoposkeH, Bens Korda Tebe npeanararoT OecrnaTHeIH KOHTEHT,
B HEM MOTYT OBbITh CKPBITHl KAKHE-TO IUIATHBIE YCIYTH;

Z Hymaii, npe:xxae deM otnpaeuTe SMS, ¢oto unu Buzmeo. Tel TouHO

3Haelb, TJe OHH OYIYT B KOHEUHOM HTOTE?

3 Heobxoaumo 00HOBIATE ONEPALHOHHYI0 CHCTEMY TBOETO cMapToHa;
4. Hcnone3yit aHTHRHPYCHBIE TIPOTPAMMEI JIIst MOOUIBHEIX TENe(hOHOB;
5 He sarpysxail npunoiKeHus OT HEW3BECTHOI'O HMCTOYHHMKA, BEIb OHH

MOTYT COAEpkKaTh BPEIOHOCHOE poTpaMMHOE 00eceucHNE;

6. IMocne Toro kak THl BbIAACIIL € caiiTa, € BBOJAHI JTHYHYIO
uH(popMAaLHI, 3aii1H B HacTpoiiky Gpay3epa H yaanu cookies;

A [Mepuoanueckn npoBepsit Kakue [IATHBIE YCIYrH aKTHBUPOBAHBI Ha
TBOEM HOMEpE;

8. Japaii cBo# HOMep MOOHMABHOTO TeneoHA TOJBKO JIFOMASM, KOTOPBIX
ThI 3HACILb H KOMY J0BEpPACIb;

9, Bluetooth nomkeH OBITH BBIKIIOUEH, KOTAA THI UM HE TIOJIB3YCIIBCH.

He 3a0p1Baiil uHOrja OPOBEPSITH ITO.

POHIIHHAT WA KpaKa JHYHBIX TAHHBLIX

napHas uene ¢umMHT - BHAa MHTEpHET-MOLICHHHYECTBA, COCTOHT B
MONYYeHHH KOH(HICHIIHATBHBIX JAHHBIX TONB30BATENCH — JOTHHOB W MApONeH.
Ha aurnwmiickom a3bike phishing untaercsa xax ¢uummar (ot fishing — peidHas
TOBIs, password — Maposns).

OcHoBHBIC cOBETBI 110 00pb0e ¢ PHIIHHIOM:
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1. Crneou 3a cBOMM akkayHToM. Ecim Tel mojospeBacllb, 4TO TBOS
aHkera ObUta B37MOMaHa, TO HeoOXoaumo 3a0OKMpOBaTh ee U co00UIUTH
aIMHHHCTpaTOpaM pecypca o0 3TOM Kak MOKHO CKOpee;

2, Hcenone3yi  OesomnacHele  BeO-caliThl, B TOM YHCJE, HHTEPHET-
MarasiHOB H IOHCKOBBIX CHCTEM;

3 Hcnonb3yi cloHBIC W pazHbie maponu. Takum obpazoM, ecnu Tebs
B3IOMAKOT, TO 3/I0YMBILUICHHHKH IIOJMy4aT JOCTYI TOJbKO K OJHOMY TBOEMY
MPOQMIIO B CETH, a HE KO BCEM;

4. Ecnn 1ebs B3noMand, TO HeOOXOAHMO IpEyIPEeIHTh BCEX CBOMX
3HAKOMBIX, KOTOphle J00aBaeHsl ¥ Te0s B ApY3bAX, O TOM, YTO TeOs B3IOMaNH H,

BO3MOKHO, OT TBOECro HMCHH 6yHCT pacChbUIaThCA CIlaM H CCBLUIKH Ha q)HL[IHHI‘OBL]C

CaMTHI;
5 Veranosu Hanexusii napolis (PIN) Ha MOOHIBHBIN Tenedot;
6. OTKMOYH coXpaHeHHe napos B Gpaysepe;
¥ He oTkpsiBaii (ainsl 1 Apyrue BIOKECHUS B MHCEMax JaKE €CITH OHH

[PHIUIA OT TBOMX Apy3eil. JIyulle yTOUHM Y HHX, OTHPAB/IAIM JIM OHH Tebe Tu

thatinbr.
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MpaBura desonacHozo
noBedenus

6 cemu Unmeprem
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KAKOW Y TEBSi HOMEP

2
KAK TEBA 30BYT? TENEDOHA?

B KAKOM KNACCE U KAKOU
LUKONE Thl Y4ULLLCA?

KAKOro 4YucnA 'y TEes
AEHb POXOEHWA?
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€¢) . Ymo makoe AuvHble UAU nepCOHAAbHbIE DaHHble?

" BCA nHa:oPMAuMﬂ, m

' KOTOPAS M1O3BONIAET HOMEP LIKOMbI, KNACCH
YCTAHOBUTb TBOIO

HM‘-IHGCT b I

NOMALLHUIA ADIPEC
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Lakyro uHgopmayuro Mol Hauwse Bcezo pasmewsaem o cede?

®OTOrPADUN,
MMA U BO3PACT

HOMEP
BAHKOBCKOW

FOE XWBEM, B KAKOM
KNACCE W LUKONE
yYynumca

&

KYOA U KOrA
XAEM OTAbIXATL
POOWTENAM
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Kakue yzposvi Brevem decneuHoe omHoweHUe K AUYHBIM DAHHBIM?

TBOW ®OTOrPAGUM
Y TEGA MOXET PA3MECTAT B UHTEPHETE MOKA TEBA
NosABUTLCH BE3 TBOEIO PA3PELLEHWA W POOUTENEN HET AOMA
BUPTYAIbHbIW OBOWHUK 3NOYMBILUNEHHWAKA MOTYT
NPUATW U OBOKPACTb J1IOM

TEBA MOTYT HAYATb
TPONNWUTL

OMMNATA KAPTOW POOUTENEN
BWOEOWUTP W NPUNOXEHUN

MOXET NPUBECTU K KPAXE

LEHET C UX KAPT

BUPTYANLHbIA APYM
MOXET OKA3ATbCA
BAHOWTOM B XXW3HW
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Ucnonvsyii
Bmecmo umenu
HUK, KAPMUHKY
Bmecmo gomo u

He omnpabasii eme na
KopomKue HomMepa, He
coodwaii Homepa
daHkoBekux kapm,
cBoeii uau podumeneii

He ykasbibaii
8 Cemu,
20e mbl Kubewb u

He cmabe

280A0KAUUID
nod cBoumu
nocmamu

He ocmaBasii
AUHHYFO
uHgopMayuko o cede
8 coyuarbHbiX cemsix

He ckauubaii
NPUAOKEHUS
¢ HenpoBepeHHbix
catimoB, ycmanobu
aumubupyc

EcAu mede npedrazaem
Bempemumocs
Bupmyanehbiii dpye —
nocobemyiics
¢ podumesmu

He pacckasviBadi,
Kozda
u kyda es3duwib
¢ podumensMu
omadeixame

OzpaHuub docmyn
K cBoemy npodunro
8 coyuaneHoli cemu

He sHakomobcs
6 unmepHeme

nnnnnnnnnnn
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YUTO AEAATH, ECAU TEBS OBUXAIT B CETU?

TPONNUHT — Bug, xynuraHcTea B cetu, dopma
NPOBOKaLMK UKW U3AeBaTeNbCTBa. TPOINb
nMUTaeTcA HeraTMBHbIMKU SMOLMAMMK, OH 3a3eT
061aHbIE BONPOCHI, MOXeT ocKopbATb,
M34eBaTbCsA, BbICMENBATb BHELUHWW BUA, POCT,
Bec, NucaTb 0bMaHbIe C10Ba NPO POAHbIX U

Apy3en

Ecnun Tebsa obuKatoT B ceTu, To nomuu [JTABHOE
MPABMIO —
HE KOPMW TPONNA

Kak TonbKo nepecTaHellb pearnpoBaTh Ha Hero,
OH OYeHb BbICTPO NoTepsaeT UHTepec. MoxeLb
NOXKaNoBaTbCA Ha HEro UM coobLWNTL O
TPONNIMHTE aAMWUHUCTPATOPY CainTa
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Ymo makoe KudepdyaruHa?

KUBEPBY/VTUHT — 310 — HuKoraa He npMHUMan cam
MCnonb3oBaHue yyacTue B UHTEPHET-TpaBae Koro-
COBPEMEHHbIX nmbo

TEXHONOTUN C LeNbio
0bnaeTb, YHU3UTD,
3anyraTb UK
npecnefoBaTtb ApPYroro
yenoBeKa

— YCcTaHOBM HAaCTPOMKM
NPUBATHOCTU, YTOObI HE3HAKOMBbIE
NOAM HE MO NUcaTb Tebe UK
OCTaBNATb KOMMEHTapUKU NoA
TBOMMMU HOTO

— HuKorga He otBeYan Ha ByAnnHr
— [Jenait CKPUHLLOTLI BCEX
coobueHuin n coobuim o Tpasne
aAMUHWCTPATOpPY pecypca —
3aYMHLUMKA TPaBIM 3a610KUpyOT
— [o6aBb ero B YepPHbI CNUCOK
—Morosopu o0 Nnpobieme ¢ Kem-
HUBYAb U3 B3POC/bIX, NydLUe C
POANTENAMM — OHM NOAAEPKAT U
nomoryT cobpaTb AOKA3aTENLCTBA
M HalTK BbIXOA, U3 CIOXKUBLUENCA
cUTyauum

foBOpA NPOCTbIM
A3bIKOM, 3TO TpaBAA,
nepeHeceHHas B CETE
NHTepHeT
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POCKOMHAL30P
POJIb U MECTO 3ALUUTBLI NPAB CYBBEKTOB

NMEPCOHAINbHBLIX JAHHbBIX B OBECMNEYEHUA
KUBEPBE3OMACHOCTHU
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P IPABUTENBCTEO
i NEHMHTPAACKOW
OBNACTI
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KMBEPYFPO3bIBCETM EPHET .
v MOWEHHWYECTBO v CINIEXKA

v KUBEPBYIIIUHT, , LWAHTAX
TPONMUHT 14/

v BbIMOTATENbCTBO v+ ArPECCUBHbIA MAPKETUHI
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Bl —

NCTOYHUKWN KUBEPYTPO3
> MPAKTUKA MPUHATUA ycnosuin > MEPEOAYANA no
He3alLMLEeHHbIM KaHaram CBsA3N

Nonb30BaTENbCKOro cornatleHuns no ymornvasmo

> WUCNOJIb30OBAHUE

» XUWEHWE N
reornoKaLMOHHbIX CepBUCOB
» UCMNOJb30BAHMUE «cepbix» MOBUIbHBIX
MPUIOXEHNN » PACMPOCTPAHEHME N[ B 0TKpbITbIX
UCTOYHMKaX
» OULWUHT
» OBLEHWUE ¢ BupTyanbHbIMU Apy3bami

» MNOBCEMECTHOE UCMONb30BAHUE
BUAEOHabnoaeH!s
2
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B

NOCMEACTBMA KUBEPYTPO3 figad®

LYBER

SECURITYS >

fa)

o MPWUCBOEHME NINYHOIO UMYLLECTBA o [puHyxaeHue K
FPAXOAH OBMAHHBIM MYTEM BbINOSTHEHUIO BOMW TPETLUX ML,

(o) MOHeTVISaLlVISI nonb3oBarenad ceTn MHTepHET,

(@) Bpen NCUXNYECKOMY, HDABCTBEHHOMY U
T.€. NoJfib30BaTENb CTAHOBUTCS TOBAPOM

AYXOBHOMY 3[0POBbIO IpaxaaH

(@) HapymeHMe npasa Ha NMYHYH X13Hb

MaHMnynMposaHMe Cy6'beKTOM NepcoHarnbHbIX
OaHHbIX
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NMPABOBOE PEIYNIMPOBAHUE 3ALLUUTBLI NMPAB
CYBBEKTOB MEPCOHAIbHbIX AAHHBLIX

& KOHBEHLIMA COBETA EBPOMbI
O 3awuTe uUn4ecKkUX NnnL, Npy aBToMaTM3NPOBaHHON 06paboTke nepcoHanbHbIX AaHHbIX ETS Ne 108

@ OELEPANbHbIA 3AKOH POCCUWCKOW ®EQEPALIUA
«O NepcoHanbHbIX AaHHbIX»

~ O®E[EPAIbHbIV 3AKOH POCCUUCKOW ®EEPALINA
«06 MHGOPMALWM, MHEHOPMALMOHHBIX TEXHOMOTMSIX 11 0 3aLUuTe MH(OPMALM»
(B YacTVt NopsiAKa BNOKMPOBKA MHGbOPMALMK B CeTU MHTEpHET)

& MNOCTAHOBJIEHVUE NMPABUTENIbCTBA POCCUWCKOW ®EQEPALIUKA
«O ®epnepanbHoit cnyx6be no Haa3opy B cdepe CBA3N, MHOPMALMOHHBIX TEXHONOTUIA 1
MaCCOBbIX KOMMYHMKaLMA»

% POCKOMHAA30P 4




